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economy, driven by the mass collection, use and disclosure of data.
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Introduction

This Brief has a general Opening Statement, a detailed Analysis (with an attached Appendix A),
and selected Other Publications (with separate Schedules 1-4). It includes:

» materials that were first submitted on December 27, 2024 to the House of Commons
Standing Committee on Procedure and House Affairs (PROC) criticizing the so-called
“privacy provisions” in former Bill-65' (akin to Part 4 of Bill C-4%). CDR submitted
these Bill C-65 materials to FINA on June 17, 2025 (intending that they would inform
FINA’s study of Part 4 of Bill C-4); and

» excerpts from an open letter to Prime Minister Carney dated September 2, 2025 that was
signed by over 70 leading Canadian individuals (including privacy experts and prominent
Canadians) and organizations (including CDR, the Canadian Civil Liberties Association
(CCLA), the British Columbia Freedom of Information and Privacy Association (BC
FIPA), and OpenMedia) and that was submitted to FINA on September 2™,

CDR is concerned that to date the House of Commons has ignored the serious legal and
constitutional issues regarding Part 4 of Bill C-4 raised by CDR and many others (including other
civil society organizations, privacy experts, the Privacy Commissioner of Canada, and the
Commissioner of Canada Elections) in (a) Briefs posted here on FINA’s Bill C-4 webpage and (b)
in recent blog posts by privacy experts including Professor Sara Bannerman (McMaster) here (on
November 4™) and Professor Michael Geist here (on November 7™).

In submitting this Brief (in both English and French) CDR intends to ensure that these critiques of
both the general intent and details of Part 4 of Bill C-4 are made available not only to Senate
committee members but to all Canadian citizens and institutions (including Indigenous rights
holders, as well as Canadian courts, voters, lawmakers, regulators, civil servants, and other
stakeholders).

Recommendation

For the reasons discussed below, CDR urges the Senate to recommend that the federal government
delete Part 4 of Bill C-4 and to amend Canada’s private sector privacy law to expressly apply to
federal political parties.

Opening Statement

Part 4 of Bill C-4: The Trojan horse threat to every Canadian’s privacy

! Former Bill C-65 died on the order paper when Prime Minister Trudeau prorogued Parliament on January 7, 2025.

2 Notably, C-4 drops the breach notification requirements that were in former C-65. Tronically, the Conservative Party
of Canada recently suffered a serious data breach involving its MPs’ personal information: Probe into leak of
Conservative MP data reveals more records were taken, by Stephanie Levitz, The Globe and Mail, December 5, 2025.
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https://www.ourcommons.ca/committees/en/FINA/StudyActivity?studyActivityId=13098152
https://sarabannerman.blogspot.com/2025/11/c-4-privacy-erasure-bill-passes-through.html
https://www.michaelgeist.ca/2025/11/how-the-liberal-and-conservative-parties-have-quietly-colluded-to-undermine-the-privacy-rights-of-canadians/
https://www.theglobeandmail.com/politics/article-conservative-party-mps-data-breach/
https://www.theglobeandmail.com/politics/article-conservative-party-mps-data-breach/
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A Trojan horse is a gift concealing a threat - like the wooden horse the Greeks used to sneak
soldiers into Troy and defeat the Trojans. On June 5, 2025, Parliament introduced a Trojan horse
law, Part 4 of Bill C-4, which sneaks wording into Canadian law that will defeat Canadians’
privacy.

Slyly, the bill’s official name is An Act respecting certain affordability measures for Canadians
and another measure. Don’t be fooled. The name is pure sleight of hand. Buried in Part 4 of the
bill is the concealed threat. It should concern every Canadian who cares about privacy, democracy,
and constitutional accountability.

If passed, Part 4 would - on its face - immunize federal political parties from independent oversight
on how they collect, use, and keep Canadians’ personal information. Federal political parties
would have free rein over Canadians’ personal information. No transparency. No guardrails. No
accountability.

Worse, Part 4 bigfoots the provinces and territories. It says that no provincial or territorial privacy
law can ever apply to a federal political party. For instance, if you live in British Columbia, the
rights you have under that province’s Personal Information and Privacy Act may be out the
window as far as federal political parties go. Likewise, if you live in Québec, your privacy rights
under that province’s Civil Code and Charter of Human Rights and Freedoms may go up in smoke.
Adding insult to injury, Bill C-4 purports to apply retroactively by an unprecedented 25 years.

It is shocking overreach. And it is unconstitutional.

While Canadian businesses must comply with Canada’s private sector privacy law, the Personal
Information Protection and Electronic Documents Act (PIPEDA), federal political parties claim a
blanket exemption. Privacy commissioners and privacy advocates have long urged Parliament to
close this loophole. But the Trudeau government went the other way. It doubled down on trying
to exempt federal political parties from all privacy laws. Prime Minister Mark Carney is following
in Trudeau’s footsteps.

This isn’t just Ottawa overstepping - it’s a federal power grab. Part 4 of Bill C-4 usurps provincial
rights, disregards cooperative federalism, ignores Canada’s Constitution, and strips away
Canadians’ quasi-constitutional privacy protections. It also violates the Charter of Rights and
Freedoms, letting federal political parties collect, use, and keep Canadians’ personal information
with no transparency, undermining our democratic right to cast an informed vote free from political
microtargeting and manipulation using personal information that federal political parties possess
but refuse to disclose.

Everything about Bill C-4’s so-called “privacy” provisions is wrong.

The Liberal government is gambling that Part 4 of Bill C-4 will survive a constitutional showdown.
I’m certain it will lose. Under the Constitution, it’s not Parliament but the courts that have the final
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word on what’s constitutional. Only judges can determine whether the principle of “paramountcy”
- where federal laws trump conflicting provincial ones - applies.

The privacy provisions in Part 4 of Bill C-4 are so blatantly anti-privacy and unconstitutional that
Canadian courts will strike them down. The government knows this. They’re gambling anyway,
hoping political theatre can somehow override constitutional law. It can’t. And it won’t.

Prime Minister Carney still has a chance to break from Trudeau’s cynical legacy. Rather than
continue Trudeau’s mission of impunity to shield federal political parties from all privacy rules,
Prime Minister Carney can and should without delay implement a single, elegant fix: Amend
PIPEDA to clearly include federal political parties.

For years, experts have urged the government to bring federal political parties under PIPEDA’s
oversight. Now is the time for action. A course correction is needed. Canadians deserve to know
how federal political parties - the very organizations that represent Canadians - are collecting,
using, and keeping their personal data. This is especially true regarding core democratic functions
such as targeted advertisements in political campaigns and elections.

The Carney government is rushing Part 4 of Bill C-4 through Parliament despite the adjournment
of the June 23" British Columbia Court of Appeal hearing that the bill directly targets - a hearing
examining federal political parties’ privacy practices. This suggests the Liberals may be trying to
avoid scrutiny of federal political parties’ violations of established privacy protections by both the
courts and privacy regulators.

It’s too bad. Prime Minister Carney is missing a crucial opportunity to prioritize Canadians,
safeguard their democratic and privacy rights, and differentiate his leadership from the cynical
legacy of the Trudeau era.

Greece 1s known as the birthplace of democracy. It used the Trojan horse to take down Troy.
Canadian lawmakers - including Senators - must not let the Part 4 of Bill C-4 Trojan horse take
down Canadians’ privacy rights, a cornerstone of Canada’s democracy. Prime Minister Carney
promised to govern differently than his predecessor. Canadians gave him the chance. Now it’s time
to deliver.

Analysis

Part 4 of Bill C-4 Undermines the Constitution, the Charter, and Privacy Rights

Canadians must have strong privacy protections. Canada’s federal political parties (FPPs) must be
subject to strict oversight and rigorous enforcement. This submission highlights two fatal flaws in
Part 4 of Bill C-4: (1) the serious threat it poses to Canada’s Constitution, Charter of Rights and
Freedoms, and Canadian’s privacy rights, and (2) its failure to oust British Columbia’s authority
over privacy in the province.
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CDR endorses the views of many other privacy advocates and regulators on this subject -
namely, the Canadian Civil Liberties Association, Professors Colin Bennett, Sara Bannerman
and Michael Pal, Commissioner Philippe Dufresne of the Office of the Privacy Commissioner of
Canada (OPC), and Chief Electoral Officer (CEO) Stéphane Perrault of the Office of the
Commissioner of Canada Elections.

CDR supports a version of privacy provisions covering FPPs that incorporates all ten of
PIPEDA's fair information principles and includes all the additional protections of voters’
privacy such as those in Europe’s General Data Protection Regulation and Quebec’s Law 25.
CDR also supports amending PIPEDA to have private sector privacy laws cover the FPPs, just as
British Columbia’s laws do.

Weak Privacy Laws Harm Canadians

Weak privacy laws harm democracies and citizens, a point that many experts have repeatedly made
(see Appendix A available here®). CDR aligns with civil society groups and regulators in
submitting that Canada needs a comprehensive privacy regime for FPPs, with independent and
expert oversight.

Poor privacy regulation of FPPs harms (1) the democratic system, (2) groups and communities,
and (3) individuals. The negative impacts include:

e voter manipulation and voter suppression;
e FPP inequality, as data-driven elections tend to favour better-resourced parties;
e lack of transparency, creating lack of trust in FPPs;

e fueling of voter cynicism by hypocritically exempting FPPs from the very privacy
legislation they impose on all other organizations in Canada, both private and public;

e fragmentation of messaging to different groups of voters;
e fragmentation of FPP platforms because of the different messaging;

e misuse of voter information for FPPs’ commercial ends threatening not only privacy but
also the integrity of electoral outcomes;

e crosion of voters’ ability to filter out misinformation and disinformation compromising
their free decision-making and democratic participation;

e unwillingness of electors to engage with FPPs as awareness grows of their invasive privacy
practices;

e chilling of voters’ freedom of political association and assembly, and experimentation
within these relationships;

3 Excerpted from CDR’s October 8, 2025 C-4 Brief to FINA.
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e denial of voters the ability to define connections to other voters; and

e manipulation of voter perceptions by the selective curation of salient information.

Canada’s Chief Electoral Officer (CEQ) alone lacks the expertise to enforce a suitable privacy
regime governing the FPPs. The CEO must collaborate with the OPC to ensure one.

Undermining the Constitution and the Provinces’ Powers

At the heart of Canada’s Constitution lies cooperative federalism: the collaboration and
coordination between federal and provincial governments to address overlapping areas of
jurisdiction while respecting their constitutional powers.

Part 4 of Bill C-4 violates cooperative federalism. It usurps the provinces’ unquestioned powers
over privacy rights within the provinces. It offends the presumption that Parliament intends its
laws to co-exist with provincial laws. This is not co-existence. It is unconstitutional intrusion. The
FPPs’ repeated attempts in this area to insulate themselves from comprehensive privacy regulation
have all failed.

First, in 2022, the British Columbia Office of the Information and Privacy Commissioner (OIPC)
ruled that (1) British Columbia’s Personal Information Protection Act (PIPA) applies to the FPPs,
(2) PIPA is a valid exercise of British Columbia’s powers under sections 92(13) and (16) of
Canada’s Constitution Act, and (3) the constitutional principles of paramountcy or
interjurisdictional immunity do not negate PIPA’s application to the FPPs. The OIPC's ruling was
subsequently affirmed by the Justice Weatherill of the British Columbia Supreme Court.

Then, the Trudeau Liberal government clumsily passed Bill C-47 amending the Canada Elections
Act to try and negate the OIPC’s ruling. Justice Weatherill threw out that attempt as well. In a
similarly heavy-handed manner, the Trudeau government introduced so-called “privacy
provisions” for FPPs in Bill C-65. These provisions were being studied by PROC when Parliament
was prorogued earlier this year on January 7" and Bill C-65 died on the order paper.

Part 4 of Bill C-4 is the FPPs’ latest ham-fisted and arrogant “kick at the can” targeting the
provinces’ privacy powers. It too is doomed to fail. It shares the same flaws as the past efforts.
The FPPs cannot sidestep Canada’s Constitution by simply enacting a law to put them beyond the
legitimate jurisdiction of the provinces.

Taking Aim at Québec

Worse yet, the FPPs are now taking aim at Québec, as well as British Columbia. Québec places a
higher value on privacy rights than other provinces.

Article 5 of the Charter of Human Rights and Freedoms grants everyone the right to privacy,
within legal limitations. The Civil Code of Québec is more detailed. Article 35 ensures the right to
the respect of privacy; Article 37 limits the collection, use and disclosure personal information;
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and Articles 38-40 guarantee access to and the correction of one’s personal information. The FPPs'
activities in Québec are generally subject to Québec's Charter and Civil Code.

Part 4 of Bill C-4 would seek to override both laws. Purporting to oust Québec’s powers, especially
in such a sensitive area as privacy, does not bode well for cooperative federalism. Parliament must
accommodate the differing treatments of the FPPs within the provinces, fostering a cooperative,
privacy-respecting role for the FPPs, instead of one that tramples on Québec’s and the other
provinces’ powers, as Part 4 of Bill C-4’s proposed Canada Elections Act amendments do.

Canadian Charter Issues

As well as unconstitutionally intruding into provincial jurisdiction, Part 4 of Bill C-4 violates
Canadians' democratic rights under the Canadian Charter of Rights and Freedoms (Charter).

Section 3 of the Charter protects Canadians' democratic right to vote. Part 4 of Bill C-4 threatens
this right. The FPPs hold large amounts of personal information about individuals from whom they
seek political contributions and votes. The FPPs use this personal information for voter contact,
fundraising, honing of political messaging and microtargeted communications designed to
influence subsets of voters. *

Employing personal data for political purposes is open to misuse, with consequences extending
beyond the marketplace and into the integrity of elections. As two leading scholars have said,
“Protecting voter privacy is necessary to safeguard the privacy of voters and to safeguard the
integrity of the electoral process.”

The Supreme Court has identified four distinct rights that section 3 affords Canadians: (1) the right
to effective representation; (2) the right to meaningful participation; (3) the right to equal
participation; and (4) the right to a free and informed vote.°

According to the Supreme Court of Canada, section 3 of the Charter must be read broadly,
emphasizing the principles that underlie it: “[4/ broad interpretation of s. 3 enhances the quality
of our democracy and strengthens the values on which our free and democratic society is
premised”.” The Supreme Court continues, noting that at the heart of section 3 is the imperative
“to ensure the right of each citizen to participate meaningfully in the electoral process” and that
“each citizen have a genuine opportunity to participate in the governance of the country through

the electoral process”.®

4 Elizabeth Judge and Michael Pal, Voter Privacy and Big-Data Elections (2021) 58:1 Osgoode Hall L.J. 1 .

3 Ibid. p.5.

6Y. Dawood, Democracy and the Right to Vote: Rethinking Democratic Rights under the Charter” (2013) 51 Osgoode
Hall L.J. 251.

7 Frank v Canada (Attorney General), 2019 SCC 1, [2019] 1 SCR 3 at para 27 and Ontario (Attorney General) v.
Working Families Coalition (Canada) Inc., 2025 SCC 5.

8 Frank v Canada (Attorney General), supra note 5 at para 26.
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Every citizen has a right to vote. That right is rooted in its social context (e.g., democracy) and the
broader institutional framework in which their participation is taking place (e.g., the electoral
system).” Only the state can set up that system. Citizens cannot exercise their section 3 rights
without the state's involvement. Section 3 imposes an obligation on the government to establish
an electoral system that ensures democratic governance aligned with Canadian voters’ choices. '’

An individual’s right to meaningfully participate in the electoral process has an informational
component - i.e., a citizen's right to be "reasonably informed of all the possible choices"!! and
exercise his or her vote in an informed manner. To be truly informed, voters must be able to
evaluate each candidate's and party's strengths and weaknesses and consider both sides of the
issues tied to them. The FPPs’ unchecked personal information practices threaten voters’ right to
meaningfully participate in Canada’s democracy.

Section 3 of the Charter requires that governments not favor one citizen's electoral participation
at the expense of another's.!? Differential treatment of electoral competitors might limit voters’
section 3 rights if it worsens existing disparities in the competitors’ ability to communicate ideas
and positions to voters.'?

Conclusion

The so-called privacy provisions in the Canada Elections Act, even with Part 4 of Bill C-4's
proposed changes, undermines citizens' meaningful political participation and their right to a free,
informed vote, because they fail to require FPPs to (1) secure individual consent, (2) restrict
personal data collection, (3) grant full access to personal information, (4) confine the use and
sharing of data to its original purpose, and (5) enable individuals to correct their information.

The absence of such requirements in the Canada Elections Act allows for a gerrymandered,
deliberately engineered system that favours the FPPs’ goals over voters’ informed choices. It
favours one political party or voter over another.'* It undermines the electorate’s ability to critically
assess the strengths and weaknesses of different candidates, parties, and issues, and to be
reasonably informed of all the possible choices. It leaves Canada’s democracy susceptible to the
manipulative practices that voter analytics and micro-targeting encourage. It denies Canadians the
transparency and informational rights they enjoy with government agencies and commercial
organizations, but not with the FPPs. That denial must change. Part 4 of Bill C-4 only perpetuates
it.

Recommendation

Y. Dawood, Democracy and the Right to Vote: Rethinking Democratic Rights under the Charter” (2013) 51 Osgoode
Hall L.J. 251

10 Ibid.

" Harper v Canada (Attorney General), 2004 SCC 33, [2004] 1 SCR 827 at para 71.
12 Harper v Canada (Attorney General), supra note 9 at para 50.

13 Figueroa v Canada (Attorney General), 2003 SCC 37, [2003] 1 SCR 912 at para 54.
14 Henry v Canada (Attorney General), 2010 BCSC 610 at para 131.
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For the reasons discussed above, CDR urges the Senate to recommend to the federal government
to delete Part 4 of Bill C-4 and without delay to amend Canada’s private sector privacy law to
expressly apply to federal political parties.

Other Publications

Excerpts from Canadians for Digital Sovereignty’s Sept 2, 2025 Open Letter to PM Carney

We’re encouraged by your new government’s promise of a new direction for Canada. For too long,
Canada’s federal government (whether Liberal or Conservative) has missed the opportunity to lead on
digital policy innovation.

We understand the challenge of trying to protect Canadians in the face of the actions of the Trump
Administration while simultaneously building a more resilient Canada, less dependent on the US. A key
aspect of the latter is digital sovereignty. Canada cannot afford to delay action — or move backwards — on
this front for fear of White House reaction.

We will be hard pressed to build Canada strong, let alone to avoid becoming the 51st state, if we surrender
more of our digital sovereignty to American tech giants—the wealthiest corporations in the world. This is
not merely a question of consumer harms or corporate dominance. It is a constitutional question: algorithms,
cloud infrastructure, and digital trade rules now function as de facto law. Canada must legislate a
sovereignty framework before engaging in binding international commitments that could otherwise embed
foreign governance logics into our infrastructure.

Consistent with the new federal government’s promise to strengthen Canada’s sovereignty (especially vis-
a-vis the US under President Trump), and building on the recent groundswell of Canadians’ concerns about
Canada’s digital policy and especially its digital sovereignty, this letter from concerned organizations and
individuals highlights the importance of maintaining and strengthening Canada’s digital infrastructure
especially in the face of harmful US infrastructural capture.

In this context, this letter urges the federal government to move forward on fourteen proposed priority
action measures for re-setting Canada’s digital policy agenda to better serve Canadian interests, rein in
foreign tech giants’ negative impacts, and strengthen Canada’s digital sovereignty. These measures must
be sequenced within a sovereignty-first strategy: legislation to establish Canadian authority over digital
systems, followed by institutional capacity-building, and only thereafter engagement in trade or
international negotiations.

Specifically, these proposals are to:

5. Reintroduce a new-and-improved Consumer Privacy Protection Act (CPPA) (Part 1 of former
Bill C-27) and rename it the Canadian Privacy Protection Act. This new bill must drop the
Personal Information and Data Protection Tribunal Act (Part 2 of former Bill C-27) and be
unencumbered by other tangential legislation (such as the Artificial Intelligence and Data Act
(AIDA) (Part 3 of former Bill C-27). Priority improvements should include: (a) recognizing
privacy as a fundamental human right (as was agreed in INDU’s clause-by-clause review of
former Bill C-27); (b) extending the CPPA to expressly include Canada’s federal political parties
(something all polls say most Canadians want); (c) using all the tools in the privacy and consumer

-9.



’~ A o
L ‘V.//r . C-4 Brief to NFFN/LCJC

December 9, 2025

protection toolbox to promote transparency and accountability (such as requiring organizations to
conduct privacy impact assessments in advance of product or service developments having
privacy implications); (d) strengthening privacy protections for minors; (e) giving the Privacy
Commissioner more teeth and bite (such as powers to make orders and impose administrative
monetary penalties that are significant if necessary); (f) strengthening the private right of action
(PRA) — specifically, by giving individuals the right to sue for moral damages and removing the
pre-conditions for individuals to exercise the PRA that were proposed in section 107 of the
CPPA"; (g) developing measures to ensure that cross-border data transfers are privacy protective
and do not derogate from Canada’s digital sovereignty; (h) to help protect Canada’s digital
sovereignty from unwelcomed extra-territorial intrusions of the laws of foreign states, adding to
the new bill so-called “blocking statute” provisions (described in more detail below in proposal
7); and (i) as a precursor and complement to strengthening Canada’s digital sovereignty, ensuring
Canada maintains its adequacy with the EU’s General Data Protection Regulation.

Recent publications from civil society and media condemning Part 4 of Bill C-4

Please see publications'® described below by clicking on the following links:

1. Canadian Civil Liberties Association (CCLA)'s June 18, 2025 Open Letter to FINA calling for
deletion of Part 4 of Bill C-4

2. The Globe and Mail's June 12. 2025 Editorial, The politics of political party data hypocrisy

3. The Globe and Mail June 10, 2025 Article, Tax bill shields parties from privacy laws

4. The Hill Times June 18, 2025 Article, Piggybacking changes to privacy laws has nothing to do
with affordability say critics of Bill C-4

5. British Columbia Freedom of Information and Privacy Association (BC FIPA)'s online campaign
against Part 4 of Bill C-4, June 2025

6. Open Media's open letter to federal LPC, CPC and NDP leaders June 10, 2024

If the Committee studying Part 4 of C-4 has any questions arising from this Brief, please let me
know. CDR welcomes the opportunity either to provide written responses or to present as
witnesses one or more of its experts.

Respectfully,

Bill Hearn,!” External General Counsel to Centre for Digital Rights

15 Namely, that the Privacy Commissioner of Canada has made a finding that there has been a contravention of the
CPPA and the finding has not been appealed by the organization, the Tribunal (as proposed under Part 2 of former
Bill C-27) has dismissed the organization’s appeal of that finding, or the Tribunal has made a finding that the
organization has contravened the CPPA.

16 See Schedule. Excerpted from CDR’s October 5, 2025 C-4 Brief to FINA.

17 Principal, HearnLaw dba William Hearn Professional Corporation, 40 King Street West, Suite 2400, Toronto, ON,
Canada, M5K 3Y2 bill@hearnlaw.ca 647.632.7893
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