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Thank you for the opportunity to submit my views on Part 4 of Bill C-4,the Making Life More Affordable 
for Canadians Act.  

Part 4 of the Bill attempts to do three things:  

1. Retroactively erase provincial privacy law’s applicability to federal political parties (i.e. the 
Personal Information Protection Act of British Columbia). Since no federal privacy law applies to 
political parties, this would leave federal political parties unregulated by privacy law; 

2. Weaken the already-weak existing measures under the Elections Act that require federal parties’ 
privacy policies to meet certain standards; and 

3. Fail to include the positive measures, proposed under the previous Parliament’s Bill C-65, that 
would have introduced privacy breach notification provisions. 

Federal legislation (the Privacy Act and the Personal Information Protection and Electronic Documents 
Act) sets out privacy standards for government and business respectively, based on ten fair information 
principles. These ten principles serve as the internationally recognized basic ground rules for the 
collection, use and disclosure of personal information.  

These federal laws do not currently apply to federal political parties. Some provinces — especially British 
Columbia — have implemented laws that do. In May 2024, the B.C. Supreme Court upheld the provincial 
Information Commissioner’s ruling that B.C.’s privacy legislation applies to federal political parties. That 
decision is currently under appeal.  

If the attempt in Bill C-4 to erase the privacy rights established in British Columbia is upheld by the 
courts, it would make the standard privacy rights that apply in other business and government contexts, 
such as the right to consent to the collection, use and disclosure of personal information, and to access 
and correct personal information held by organizations, inapplicable to federal parties. 

There are four reasons parliamentarians, legislators, and all Canadians should be concerned about this 
attempted erasure: 

1. THREATS TO CANADA’S SOVEREIGNTY 

In light of threats to Canadian sovereignty by United 
States President Donald Trump, the Canadian 
government and Canadian politicians must rethink their 
approach to digital sovereignty (Beaumier, 2025; 
Clement, 2025).  

Until now, Canadian parties and governments have been 
content to use American platforms, data companies and datafied campaign tactics. American politics is 
increasingly adopting the datafied campaigning tactics highlighted by the Cambridge Analytica scandal in 
2016 and funded by Elon Musk in 2024 (Sorkin et al, 2025). Bill C-4 is evidence of the continued 

 

Parties have been content to use 
American platforms and data tactics. In 
light of new threats, they must rethink 
their approach to digital sovereignty. 
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commitment of federal parties to datafied campaigning with all guardrails removed.  This is the opposite 
of what is needed.  

2. THREATS TO ETHICAL DEMOCRATIC DELIBERATION 

Bill C-4 supports a direction that sees datafied 
campaigning continue to undermine the social and 
collective nature of Canadians’ political decisions.  

Datafied campaigning and the collection of personal 
information by political parties change the nature of 
campaigning, and thus democracy. Rather than appealing 
to collective political values or visions of what Canadians 
may want in the future or as a society — critically important at this troubling moment in history — 
datafied campaigning addresses individual citizens who are alone on their phones, computers and other 
devices. Rather than engaging with communities, it operates by addressing and engaging isolated 
opinions and online behaviours.  

For example, a political campaign might do what’s known as A/B testing of ads, which statistically 
analyzes whether ad A or ad B is more successful by issuing two different versions of an ad to determine 
which one gets more clicks, shares, petition signatures, donations, or other measurable behaviour. This 
is repeated potentially hundreds of times, eliciting detailed knowledge of what ads work best. The 
groups targeted can be segmented according to detailed data and statistical inferences drawn from 
detailed data profiles. With this, a campaign or party can manipulate the ads through many multiple 
versions to best get the desired behaviour and result for particular elector profiles.  

In other words, political parties  using this tactic are not engaging with Canadians; they are testing and 
experimenting  to see what type of messages, or even what colour schemes or visuals, appeal most.  
This may be the cheapest way to win votes and donations. However, now is a time when government 
and politicians should pour investment not only into defence, but also into robust democracy built on 
respecting the rule of law, human rights, democratic engagement, and fair and free elections.  

Most people think of elections as being about deliberation and 
collectively deciding what kind of society we want to live in and 
what kind of future we want to have together. But with datafied 
campaigning, voters’ data trail directs the call and knock sheets 
that cause them to be included, or excluded, from a party’s future 
campaigning and door-knocking. The process isn’t deliberative, 
thoughtful or collective.  

University researchers are bound by strict ethical protocols and approvals, including the principle that 
participants in experiments should consent both to the collection of personal information, and to 
participation in experiments and studies. Political parties currently have no such standards, despite the 
high stakes — the very future of democracy and society. It is imperative that, if datafied campaigning 

 

Now is the time to raise the bar and 
invest in an ethical approach to political 
campaigning. 

 

if datafied campaigning drives 
elections, it should reflect 
consensually collected data 
that electors can view, confirm 
as accurate, correct, or delete.   
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drives elections, it should reflect consensually collected data that electors can view, confirm as accurate, 
correct, or delete.  Now is the time to raise the bar and invest in an ethical approach to political 
campaigning. 

3. SECRET PERSONAL DATA COLLECTION 

Political parties collect highly personal data about Canadians without their knowledge or consent. My 
team’s research shows that many Canadians are not aware of the extent of political parties’ data 
collection (Bannerman et al., 2022, pp. 885-6 ). As Figure 1 below shows, most respondents to our 
survey (more than 60%) expressed awareness that political parties may collect electors’ names, address, 
phone number, age and gender. However, most were not aware of the wide variety of the types of 
information that political parties collect. Fewer were aware that parties may collect information about 
“whether I have voted in elections” (51%) and email addresses (47%). Fewer still showed awareness that 
parties may collect information about political views (30%), ethnicity (27%), income (23%), online 
activities (21%), occupation (20%), social media ID (19%) or religion (17%). These results were, overall, 
consistent with our past research on the same topic (Bannerman et al., 2019).  
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Our work also shows that, if asked, many Canadians would not consent to the range of data collection 
by parties (Bannerman et al., 2022, pp. 890-1). This does not mean that the right to be informed and 
consent should be abandoned. In most other countries, stronger protections apply. As Bennett and 
Gordon note:  

The companies that market these campaigning and voter analytics technologies are 
overwhelmingly American, and the strategies employed in the U.S. confront some basic 
constraints in other democracies (Anstead, 2017). Privacy and data protection laws in most 
other countries severely limit the potential for the data mining of personally identifiable 
information and, therefore, the scale of the personal information economy. Stricter campaign 
finance laws in most democracies also constrain the purchase of commercial sources of data or 
the transfer of personal data to major social media platforms. Other political cultures, especially 
those with recent memories of authoritarian rule, are simply not accepting of the level of 
intrusiveness that is common in U.S. political campaigns (Bennett, 2013). (Bennett & Gordon, 
2021, p. 432) 

Canada should align itself with governments that have higher standards of privacy and datafied 
campaign ethics. 

4. DATA CAN BE DANGEROUS IN THE WRONG 
HANDS 

Some governments can and do use data to punish 
individuals politically and criminally, sometimes without 
the protection of the rule of law.  

Breaches and misuses of data, cybersecurity experts say, 
are no longer a question of “if,” but “when.”  

Worse, what would happen if the wall between political 
parties and politicians or government broke down and the personal information collected by parties 
became available to governments? What if the data were used for political purposes, such as for vetting 
people for political appointments or government benefits? What if it were used against civil servants? 

What if it were to be used at the border, or passed to other governments? What if it were passed to and 
used by authoritarian governments to harass and punish citizens?  

What if it was passed to tech companies and further to data brokers? OpenMedia recently revealed that 
Canadians’ data is being passed to the many different data companies political parties use. That data is 
not necessarily housed in Canada or by Canadian companies.  

If provincial law is undermined, there are few protections against any of these problems. 

 

Breaches and misuses of data, 
cybersecurity experts say, are no longer 
a question of “if,” but “when.” What if 
data became available to tech 
companies or was passed to other 
governments? 
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Federal parties and the Government of Canada 
should align itself with governments that have higher 
standards of privacy and datafied campaign ethics 
now, rather than as the result of a data disaster that 
undermines confidence in parties and electoral 
processes. 

 

STRENGTHENING DEMOCRACY 

Bill C-4, if passed and upheld by the courts, would erase the possibility of provincial and territorial 
privacy laws being applied to federal political parties, with virtually nothing remaining. Privacy 
protection promotes confidence and engagement with democratic processes — particularly online 
(Bannerman et al., 2022). Erasing privacy protections threatens this confidence and engagement.  

The current approach of federal political parties to datafied campaigning and privacy law is entirely 
wrong for this political moment, dangerous to Canadians and dangerous to democracy. Reforms should 
instead ensure federal political parties adhere to the same standards as businesses and government. 

Data privacy is important everywhere, but particularly so for political parties, campaigns and democratic 
engagement. It is important at all times — particularly now. 

4. RECOMMENDATIONS 

Recommendation 1A: Delete Part 4 of C-4 and bring political parties within the scope of private sector 
privacy law. 

In the alternative:  

Recommendation 1B: Delete the following, particularly problematic sections of Bill C-4:  

• s 44 (repealing section 385.1 of the Canada Elections Act which requires providing party’s 
privacy policy to the Chief Electoral Officer); 

• s 45 (repealing and deeming s 385.2 of the Act as never having come into force); 
• s 47’s addition of 446.4(1) and (2), of the Act (deleting the applicability of provincial and 

territorial privacy legislation to federal parties etc, and deleting Canadians’ right of access and 
their right to correct the personal information held by political parties); 

Recommendation 2: Retain the following positive sections of Bill C-4: 

• s 46: requirement of parties to provide annually a statement to the Chief Electoral Officer that 
the party complies with its policy for the protection of personal information; 

• s 47: requirement under 446.5(1) of the Canada Elections Act to comply with the party’s privacy 
policy; 

 

Data privacy is important everywhere, but 
particularly so for political parties, campaigns 
and democratic engagement. It is important 
at all times — particularly now. 
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• s 47: requirement under 446.7 of the Canada Elections Act that the Chief Electoral Officer hold 
annual training on the protection of personal information; 

Recommendation 3: Strengthen:  

• s 47’s requirements, under 446.6, of the Canada Elections Act relating to parties’ policies for the 
protection of personal information by requiring parties’ privacy policies to conform to all ten of 
the fair information principles, similar to what is required in most other privacy legislation. 

Further, I echo the three recommendations submitted by Philippe Dufresne, the Privacy Commissioner 
of Canada in his  brief on this bill:  

OPC Recommendation 1: Bill C-4 should establish requirements for political parties to identify the 
purposes for which personal information is collected, seek consent (subject to express authority in the 
legislation), limit collection, use and disclosure, and provide a mechanism for access and correction to 
[sic] personal information under their control. 

OPC Recommendation 2: Bill C-4 should reintroduce previously proposed privacy breach notification 
provisions, expanding upon them to require that breaches be reported to affected individuals as well as 
to a relevant, independent body such as the Privacy Commissioner of Canada, Elections Canada and/or 
the Commissioner of Canada Elections without unreasonable delay and no later than seven calendar 
days after a political party becomes aware of the breach. 

OPC Recommendation 3: Bill C-4 should allow for formal collaboration between my Office [the OPC], 
the Commissioner of Canada Elections and Elections Canada. 
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