Artificial Intelligence, Information Influence,
and Cognitive Security

Implications for National Security and Civil Society in Canada

Strategic Policy Brief
Prepared for:
Standing Senate Committee on Social Affairs, Science and Technology (SOCI)
Standing Senate Committee on Human Rights (RIDR)
-Examine and report on matters related to the impact of Artificial Intelligence in Canada

Senate of Canada

Submitted by:
Myles Jones

Independent Researcher (Civilian)
Canadian Armed Forces —Reservist— 33.CBG — Human Resources Administrator
National Capital Region, Canada

March 2026

Research Augmentation Disclosure: This briefing was prepared with the assistance of
ChatGPT (OpenAl) for synthesis and drafting. Approx. 8.5 hours of research and analysis
of official sources were combined with manual writing to produce this document. (pg.10)



Executive Summary

This briefing assesses the evolution and current practice of psychological operations (PSYOPS),
ideological subversion, and Al-enabled influence campaigns, evaluates their impact on Canadian
society and national security, and offers policy recommendations. PSYOPS have evolved from
propaganda during the Cold War to sophisticated, data-driven influence ecosystems shaped by
machine learning. Fractionation—cycling audiences through emotional peaks and troughs—has
become a key tactic in attention-driven media environments. Modern ideological subversion no
longer seeks to replace one ideology with another; instead, it aims to fracture societal trust
through personalized disinformation, synthetic media, and algorithmic amplification. The
COVID-19 pandemic provided a stress test for Canadian institutions; mis- and disinformation
proliferated online and militarized information campaigns raised ethical concerns. Canada’s
security architecture—CSIS, the Communications Security Establishment (CSE), the RCMP and
the Department of National Defence—has begun adapting to these threats; however, legislative
gaps remain. Bill C-12 (Strengthening Canada’s Immigration System and Border Security Act)
expands surveillance and information sharing, raising privacy concerns, while Bill C-27 (Digital
Charter Implementation Act) terminated when Parliament was prorogued. Over the next four
years, Al systems will lower the cost of large-scale influence operations and enhance cognitive
warfare capabilities. This report recommends a national cognitive security strategy, investment
in Al literacy and resilience programs, reforms to intelligence oversight, and proactive
international cooperation to uphold democratic rights.

1. Evolution of Psychological Operations

Psychological operations (PSYOP) or Psychological Warfare (PSYWAR) has transitioned from
ancient battlefield deceptions to sophisticated, Al-driven digital campaigns. The scale, speed and
precision of contemporary influence campaigns are unprecedented. During the Cold War,
propaganda and public diplomacy were used to influence foreign audiences and undermine
adversaries. By the 2010s, influence efforts migrated to social media and became embedded in
platform algorithms. Researchers at the NATO Strategic Communications Centre of Excellence
observe that information activities occur along a continuum of competition and are now
directed at allied societies in a continuous global confrontation cycle. Early computational
propaganda relied on programmed social bots—algorithms that automatically produce content
and interact with humans online, attempting to emulate and potentially alter behavior. This laid
the groundwork for modern Al systems that can generate synthetic text, audio, and video. The
generative adversarial network (GAN) breakthrough in 2014 enabled realistic fake images and
deepfakes by pitting a generator and discriminator in a minimax game. The introduction of the
transformer architecture in 2017 replaced recurrence with attention mechanisms and allowed
large-scale language models to be trained more efficiently. OpenAl’s GPT-3 (2020) and GPT-4
(2023) demonstrated that few-shot learning and multimodal capabilities could produce human-
like text and images. These innovations dramatically reduce the cost of generating plausible
content and enable personalization and rapid experimentation. At the same time, regulatory
frameworks struggled to keep pace. The EU’s Digital Services Act (DSA) in 2022 imposed
systemic-risk obligations and transparency rules on high-reach platforms, while the Al Act
introduced risk-based governance and restrictions on manipulative practices. Internationally,
the Council of Europe’s Convention on Artificial Intelligence, opened for signature in 2024,
signaled a move toward treaty-level norms aligned with human rights and democracy.



2. Al Influence Systems

Artificial intelligence acts as a force multiplier for influence campaigns. Generative models can
impersonate voices, fabricate news articles, and create deepfakes on demand. Large language
models (LLM’s) allow adversaries to tailor persuasive messaging to individuals, craft narratives in
multiple languages, and test which storylines travel furthest. Modern influence ecosystems
follow a lifecycle: (1) data harvesting via social media and digital exhaust; (2) audience modelling
and sentiment analysis using machine learning; (3) narrative generation through Al text, image
and voice synthesis; (4) platform amplification via bots, recommendation systems and
microtargeted advertising; and (5) behavioral reinforcement, including fractionation cycles that
condition audiences to accept certain messages. The National Cyber Threat Assessment warns
that machine-learning technologies make fake content easier to create and increase the
difficulty of distinguishing truth from falsehood. Cyber threat actors exploit social media
algorithms and use legitimate voices to covertly promote influence activities. According to CSE’s
2023-24 Annual Report, artificial intelligence will ‘take disinformation to the next level’ and
combating these threats will require sustained effort across government and society.

3. Fractionation

Fractionation is a psychological technique used to deepen trance in hypnosis by repeatedly
guiding a subject in and out of trance. In persuasive communication, it involves cycling an
audience through emotional highs and lows—fear, relief, anger, or hope—to make them more
suggestible and receptive. The technique leverages the brain’s dopaminergic reward system:
each interruption resets attention and increases reliance on the source for resolution.
Psychologists note that fractionation can enhance the impact of suggestions when combined
with rapport. In the context of digital media, fractionation manifests when crises are
interspersed with reassurances and renewed alarms, creating an addictive consumption pattern.
Narrative architects exploit this pattern to keep audiences engaged, amplify emotional reactions
and erode the capacity for critical thinking. It is a foundational element of algorithmically driven
platforms that prioritize engagement over accuracy. Psychological Effects on Canadian Civilians -
Continuous exposure to crisis narratives can produce psychological fatigue, anxiety, and distrust.
Research during the pandemic documented increased mental health challenges among many
Canadians. Digital platforms amplify emotionally intense content, which can intensify social
polarization and create echo chambers where individuals are exposed primarily to reinforcing
viewpoints.

4. Ideological Subversion

Ideological subversion refers to covert operations intended to undermine a society’s values,
institutions and identity. Former KGB officer Yuri Bezmenov popularized a four-stage model:
demoralization, destabilization, crisis, and normalization. In the demoralization phase, sustained
propaganda erodes confidence in truth and fosters cynicism. Destabilization involves fanning
social divisions and undermining institutions. A manufactured crisis then overwhelms the
system, after which a new normal is imposed. Modern ideological subversion departs from overt
ideological replacement. Instead, it promotes relativism, conspiracies, and identity-based
narratives to fragment the public sphere. Digital platforms accelerate this process by creating
echo chambers and feeding users content that confirms their biases. Foreign state and non-
state actors use disinformation campaigns, persona networks and Al-generated content to
exploit grievances, divide communities, and delegitimize democratic governance. The CSE’s
National Cyber Threat Assessment notes that misinformation, disinformation and



malinformation pollute the online information space, and that all Canadians seeking COVID-19
information encountered such content. Protecting against ideological subversion requires
strengthening media literacy, promoting pluralism, and proactively exposing and countering
hostile narratives.

5. Cognitive Warfare (NATO Context)

NATO concept papers describe cognitive warfare as an unconventional form of warfare aimed at
altering, confusing or degrading an adversary’s cognition. It goes beyond information warfare by
directly targeting human perception and decision-making through psychological, social, and
technological means. A NATO Innovation Hub paper explains that cognitive attacks use
information technologies and digital tools to manipulate human brains. Unlike traditional
information operations, cognitive warfare combines cyber tools, soft power, and psychological
operations to influence leaders, operators, and whole populations. It relies on biased
presentations of reality, digitally altered content and exploitation of cognitive biases to weaken
or subjugate adversaries. The paper warns that new communication platforms offer ‘infinite
possibilities for the manipulation of human thought.” For Canada and its Allies, this means that
cognitive security is now a strategic domain alongside land, sea, air, space, and cyberspace.
NATQ’s doctrine urges member states to integrate strategic communications, cyber defence and
psychological expertise across the continuum of competition.

6. Psychological Operations in Canada during COVID-19 - (Precedent)

The COVID-19 pandemic tested Canada’s resilience to information disorder. According to the
National Cyber Threat Assessment, 96 % of Canadians seeking pandemic information
encountered suspected misinformation or disinformation. State actors, conspiracy
entrepreneurs, and online trolls exploited the crisis to sow confusion and distrust. Reports
emerged that the Canadian Armed Forces (CAF) considered an information operation aimed at
discouraging gatherings in a park. The Department of National Defence later clarified that an
annex authorizing psychological operations during the pandemic was issued in error and
rescinded; the CAF emphasized that information teams collected only publicly available
demographic and geographic data and that no domestic deception was conducted.
Nevertheless, the episode highlighted gaps in oversight and generated public concern. At the
same time, foreign influence activities targeted Canada’s pandemic response. The
Communications Security Establishment and CSIS warned that foreign threat actors were
conducting cyber espionage and disinformation campaigns to undermine vaccine research and
public trust. The joint CSE—CSIS statement described the pandemic environment as ‘ripe for
exploitation’ by adversaries seeking to advance their interests. Domestic public health agencies
struggled to counter false claims about virus origins, vaccine safety, and government measures.
These events underscored the need for coordinated communication strategies, ethical
guidelines for military information activities and robust partnerships between intelligence
agencies, public health institutions, and civil society.

6.1 Domestic Influence Campaigns and PSYOPS

6.1.1 Military initiatives

In March 2020, as provinces declared states of emergency and imposed lockdowns, the
Canadian Armed Forces (CAF) activated Operation LASER to support civil authorities. Within
Joint Task Force Central (JTFC), public-affairs and civil-military cooperation staff developed an
influence campaign aimed at monitoring online discourse and encouraging compliance with



health measures. Evidence later surfaced that the campaign continued for months even after
the Chief of Defence Staff ordered it to stop, and that some activities violated federal
restrictions on domestic information operations.

A training exercise in Nova Scotia forged a Department of Lands and Forestry letter warning
residents that wolves had been reintroduced and used loudspeakers to broadcast howling. This
operation was intended to test propaganda techniques but was conducted on an unsuspecting
civilian population. A subsequent directive signed by Acting Chief of defence Staff

Lt-Gen Wayne Eyre and Deputy Minister Jody Thomas acknowledged that members had
“deployed propaganda techniques in Canada without approval” and emphasized that no
domestic information operation should target Canadians.

The episode underscored gaps in oversight and training. Public-affairs officers applied methods
developed for overseas operations to a domestic context without clear authorization. When
news of the wolf hoax and related experiments emerged, conspiracy groups seized on them as
proof that the government deliberately manipulated the public. Trust in the military’s role
during the pandemic was undermined, demonstrating the counter-productive consequences of
covert PSYOPS.

6.1.2 Public-health surveillance and privacy debates and perceived PSYOPS

To evaluate lockdown effectiveness and understand mobility patterns, the Public Health Agency
of Canada (PHAC) obtained anonymized mobility data. A request for proposals issued in

late 2021 sought mobile-location information from approximately 33 million devices for a
five-year period. PHAC argued that aggregated data were necessary to inform public-health
decisions; however, the initiative was not publicly disclosed until reported by media, fueling
suspicions that the government was secretly tracking individuals. The Office of the Privacy
Commissioner later investigated the matter and recommended stronger transparency and
privacy safeguards. This controversy highlights how the absence of timely communication can
transform benign analytic projects into perceived PSYOPS.

6.1.3 Misinformation and domestic actors

The pandemic also spawned grassroots misinformation campaigns. Anti-vaccine groups,
QAnon-inspired influencers, and fringe media outlets propagated false claims—ranging from
microchips hidden in vaccines to exaggerated adverse reactions. Such narratives were amplified
by algorithmic recommendation systems, including those on Facebook, YouTube, and

TikTok. While much of this activity originated outside government channels, some political
figures and advocacy groups echoed discredited theories, lending them legitimacy. The
proliferation of misinformation complicated public-health messaging and hindered efforts to
achieve herd immunity.

6.2 Foreign Disinformation and Espionage

6.2.1 Threat landscape

Canada’s intelligence agencies reported that hostile foreign actors exploited the pandemic to
advance their interests. The 2020 CSIS public report observed that “espionage and foreign
interference activity” occurred at levels not seen since the Cold War. The agency noted that
cyber-actors targeted COVID-19 vaccine research, supply-chain information, and intellectual
property. These campaigns often combined cyber intrusions with disinformation aimed at
eroding trust in Western vaccines and sowing confusion about the virus’s origin and severity.
A joint statement issued by the Communications Security Establishment and CSIS in May 2020
warned that the pandemic environment was “ripe for exploitation by threat actors”. The
agencies assessed that foreign states had shifted focus to pandemic-related targets, with



Canadian intellectual property considered a valuable prize. They urged health organizations to
adopt robust cyber-defence practices and alerted the public to phishing campaigns and other
malicious activities. Open-source reporting suggests that Russia, China, and Iran engaged in
COVID-19 disinformation in Canada. Narratives included allegations that Western vaccines were
unsafe, that 5G technology caused the virus, and that lockdowns were a form of authoritarian
control. These messages were tailored to specific audiences: diaspora communities,
anti-government activists, and marginalized groups. By exploiting existing grievances, foreign
actors sought to exacerbate divisions and reduce trust in democratic institutions.

6.2.2 Transnational repression

Beyond the information space, foreign governments used intimidation and surveillance to
silence dissent within Canada. Reports emerged of state-linked harassment targeting diaspora
activists, journalists, and researchers. Threatening phone calls, online harassment, and pressure
on family members abroad were employed to stifle criticism. Such tactics illustrate how
psychological operations across national borders and extend beyond the pandemic context.

6.3 Psychological Impact on Civilians

Pandemic-related influence campaigns occurred against a backdrop of widespread psychological
stress. A cross-sectional survey of 2,756 adults conducted between July and October 2020 found
that psychological distress was higher among women, younger adults (18-44 years) and
individuals with lower incomes. Residents of Ontario reported greater distress than those in
Quebec, and the experience of COVID-19 symptoms increased the likelihood of distress. The
study concluded that mental-health interventions should target vulnerable groups and
incorporate gender-specific approaches. Lockdowns, social isolation, and economic uncertainty
compounded these effects. Job losses reduced working hours, and childcare burdens weighed
heavily on households. Media consumption also played a role: constant exposure to pandemic
news and conspiracy content heightened anxiety and fear. Influence operations, whether
domestic or foreign, leveraged these vulnerabilities. Rumors that vaccines caused infertility or
that quarantine hotels were internment camps preyed on existing anxieties, amplifying their
psychological toll.

6.3.1 Artificial Intelligence and Information Warfare

Artificial intelligence technologies increasingly underpin influence operations. Large language
models (LLM) can generate persuasive narratives; deepfake software produces realistic
synthetic audio and video; sentiment-analysis tools monitor public emotions; and recommend
systems that maximize engagement by delivering tailored content. These capabilities make
influence campaigns more scalable and adaptive than ever.

6.3.2 Al as a force multiplier

Al enables operators to produce millions of unique messages, test variations and refine
targeting in near real-time. Machine-translation systems deliver content in multiple languages,
while generative models create personalized responses for individual users. Such tools reduce
the labor costs of influence campaigns and make them accessible to foreign actors.

However, Al does not guarantee success. Influence operations still require access to high-reach
channels and must resonate with audience values. The failure of some purely automated
campaigns during the pandemic illustrates those human amplifiers—journalists, celebrities, and
community leaders—remain critical for persuasive impact. Moreover, platforms increasingly
detect and remove synthetic accounts, forcing operators to invest in hybrid approaches that
combine automation with legitimate-looking personas.



6.5 Ethical and Legal Considerations

6.5.1 Privacy and consent

Public-health surveillance during a crisis can save lives, but it risks violating privacy and
undermining trust if conducted without consent and transparency. Aggregated mobility data are
less intrusive than individual tracking, yet public understanding of these distinctions is

limited. Privacy commissioners and ethics committees should be involved early in designing
data-collection programs. Communications must explain how data are anonymized, who can
access them and when they will be destroyed.

6.5.2 Mental-health impacts of fear-based messaging

Influence campaigns that rely on fear or stigma can harm mental health. Health messages
should acknowledge uncertainty and avoid sensationalism. Where possible, public-health
agencies should pre-bunk misinformation by providing accurate information and inoculating
audiences against false narratives. Messaging should be co-designed with community leaders,
especially in marginalized and Indigenous communities.

The lessons of the pandemic are clear: transparency, accountability and public engagement are
essential. Canada must craft a cohesive policy framework for influence operations, invest in
psychological resilience, and take seriously the disruptive potential of Al. By doing so, it can
protect its citizens, uphold democratic values, and navigate future crises with greater
confidence.

7. Al Influence Lifecycle

Al-enabled influence campaigns follow a systematic lifecycle that maximizes reach and

psychological impact.

Stage 1: Data Harvesting. Adversaries collect personal data from social media, data brokers, and
hacked databases to build detailed profiles of target audiences.

Stage 2: Audience Modelling. Machine-learning algorithms analyze demographics, interests,
emotions, and network structures to identify vulnerabilities and segment audiences.

Stage 3: Narrative Generation. Generative Al tools create persuasive messages, fake news,
memes, deepfake videos and cloned voice messages tailored to each segment.

Stage 4: Platform Amplification. Automated botnets, trolls and microtargeted ads spread the
content across social platforms; platform recommendation engines to inadvertently
boost engagement.

Stage 5: Feedback and Adaptation. Real-time analytics assess which narratives succeed;
algorithms adjust messaging to exploit emotional reactions. Fractionation is woven
through this cycle to modulate attention and deepen persuasion.

Canadian cyber authorities note that adversaries exploit social media algorithms and use

legitimate voices to covertly promote influence activities. As generative models become more

efficient and accessible, this lifecycle will scale, making it crucial to break the chain through data
protection, algorithmic transparency, and public awareness.

10. Predictive Analysis (2026—-2030)

Over the next four years, Al-enabled influence operations will become cheaper, more
personalized, and more immersive. Generative models will support near-real-time translation
and allow influence actors to operate across languages and platforms. Deepfake sophistication
will complicate attribution and detection, raising the probability of manufactured scandals
during elections. Al-generated voice cloning could be used to simulate leaders’ speeches or
fraud voters. Combined with stolen data, adversaries will run precision-targeting campaigns that



mimic legitimate messaging. Domestically, financial constraints and election cycles may delay
legislative responses, leaving interim reliance on voluntary standards and platform
self-regulation. However, Canada’s investment of $917 million over five years to expand CSE’s
foreign cyber operations and intelligence collection suggests a proactive stance. The
convergence of cyber security and information integrity will push agencies to share data and
coordinate rapid responses. The government may revisit the Al governance gap left by Bill C-27
and align with EU and OECD frameworks. Civil society pressures will demand greater
transparency and algorithmic accountability from social media companies.

11. Institutional Defence Strategies

Canada’s institutions must adapt to the cognitive threat landscape through a multi-layered
defence. First, Cognitive Security Frameworks should integrate intelligence collection, cyber
defence and public communications to detect and counter influence campaigns. Second,
Platform Governance should require transparency in recommended algorithms, robust
takedown procedures for synthetic media and mandatory disclosure of political advertising.
Third, Interagency Coordination should be strengthened through national exercises and joint
task forces that include provincial authorities and Indigenous governments. Fourth,
International Cooperation through NATO, the Five Eyes and the G7 can standardize norms for Al
safety and share threat intelligence. Fifth, Legal Reform should modernize privacy and Al
legislation to balance surveillance powers with rights protection, including specific constraints
on domestic psychological operations.

12. Civilian Resilience

Protecting society against psychological and cognitive threats requires building resilience among
citizens. Media literacy programs should teach critical evaluation of sources, recognize
deepfakes and understand algorithmic biases. Public health communications should incorporate
behavioral science to preempt disinformation. Community-based initiatives can foster social
cohesion and reduce vulnerability to divisive narratives. Mental health support is essential to
mitigate the psychological toll of crisis-driven fractionation and fear. The government should
collaborate with educators, Indigenous leaders, immigrant communities, and youth
organizations to tailor resilience strategies.

13. Governance and Civil Liberties

Defending against cognitive threats must not compromise the rights and freedoms it seeks to
protect. Oversight bodies should ensure that intelligence and security agencies comply with
legal mandates and avoid misuse of data. The NSIRA review of the Canadian Forces National
Counter-Intelligence Unit raised concerns that broad search parameters risked capturing
personal information and interfering with reasonable expectations of privacy. Similar vigilance is
required for new surveillance authorities under Bill C-12. Charter rights to freedom of
expression, privacy and equality must guide policy responses. Mechanisms for public
consultation, judicial review and independent auditing should accompany expansions of powers.
Transparency is critical; when missteps occur—such as the mistaken issuance of a PSYOP
annex—institutions must acknowledge errors and explain corrective actions.

13.1.2 AIGS Warning

The Artificial Intelligence Governance & Safety (AIGS) white paper, preparing for the Al Crisis,
warns that accelerating Al developments pose systemic risks across jobs, education,
relationships, culture, misinformation, and warfare. The report argues that leading Al labs may



create systems smarter than humans within years, triggering economic, geopolitical, and
societal upheaval. It urges governments to establish a permanent task force, reassess priorities
likely to be disrupted by Al and engage the public in a national conversation. These
recommendations apply to information-influence activities: without proactive governance,
Al-powered persuasion tools could exacerbate social divides and erode democratic resilience.
13.1.3 Mo Gawdat’s Warning

Former Google X executive Mo Gawdat has cautioned that the world will experience a
“short-term dystopia” as Al proliferates. He predicts a turbulent 12- to 15-year period beginning
around 2027, driven not by sentient machines but by misuse of Al by humans. Gawdat expects a
surge in frauds, privacy violations, manipulation, and concentration of power. He dismisses
claims that Al will create sufficient new jobs to offset displacement, calling such assurances
“100 percent crap”. These warnings echo with the risks identified in the AIGS paper and
reinforce the need for ethical frameworks and social safeguards.
https://youtu.be/S9alnlw70p0?si=YI9I8rAiLPev q5f

14. Policy Recommendations

1. Develop a National Cognitive Security Strategy. Establish a cross-government strategy
that defines cognitive threats, sets resilience goals, and assigns responsibilities across
federal, provincial, and Indigenous authorities.

2. Legislate Al Governance and Privacy Protection. Reintroduce digital charter reforms to
regulate high-risk Al systems, mandate algorithmic transparency, limit manipulative
practices and strengthen privacy law.

3. Enhance Intelligence Oversight. Expand NSIRA’s resources and require regular reporting
on influence campaigns and domestic data collection. Introduce explicit prohibitions on
domestic psychological operations without legislative approval.

4. Invest in Public Education and Media Literacy. Develop publicly funded national
programs that teach critical thinking, recognize synthetic media and foster resilience.
Support research on the psychological impacts of fractionation and disinformation.

5. Strengthen Arctic Engagement. Partner with Indigenous governments to co-develop
information strategies that protect sovereignty, counter influence campaigns, and
support community resilience.

6. Encourage Platform Accountability. Collaborate with allies to impose harmonized
transparency and safety standards on social media companies. Require risk assessments
and external audits of Al recommendation systems.

7. Promote International Norms. Advocate for treaty-level commitments on cognitive
warfare and Al ethics, building on the Council of Europe’s Al convention and NATO.

8. Support Global Al Governance. Endorse international cooperation on artificial
intelligence governance, consistent with calls for coordinated global frameworks
advanced by Wyatt Tessari L’Allié (AIGS-Canada) and research leadership from Canadian
scholars such as David Duvenaud (CIFAR / University of Toronto).
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