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Principles for the Privacy Protection of 
Personal Health Information in Canada 

 
 
The members of the Privacy Working Group* have proposed the following 
principles to guide the development of interpretative guidelines relating to the 
application of the Personal Information Protection and Electronic Documents Act 
(PIPEDA) to personal health information.  
 
 
Overarching Principle 
 
An individual’s right of privacy of personal health information is paramount; 
however, it is not absolute. This right is subject to reasonable limits prescribed by 
law, to appropriately balance the individual’s right to privacy and societal needs, 
as can be demonstrably justified in a free and democratic society. 
 
 
1. Privacy: Individuals have a right of privacy with respect to their personal 

health information. 
 
2. Consent: Individuals have the right to provide or withhold consent with 

respect to the collection, use, disclosure, or access of their personal health 
information. 

 
3. Knowledge: Individuals have a right of knowledge with respect to their 

personal health information. 
 
4. Individual Access: Individuals have the right to access their own personal 

health information. 
 
5. Accuracy: Individuals have the right to have their personal health information 

recorded as accurately as possible and to review and amend their health 
records to ensure accuracy. 

 
6. Recourse: Individuals have the right to recourse when they suspect a breach 

in the privacy of their health information. 
 
7. Confidentiality: Providers and organizations have an obligation to treat 

personal health information as confidential. 
 
8. Trusteeship and Accountability: Providers and organizations entrusted 

with personal health information have an obligation to safeguard the privacy 
of individuals and the confidentiality of this information. 
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9. Access and Use - Identifiable Health Information:  

a) To provide direct care to individuals, providers and health care 
organizations should have access to identifiable health information. 

b) Identifiable health information shall only be used with the consent of the 
individual, except in extraordinary circumstances where there is: 
 a demonstrated legal requirement; or 
 compelling evidence for individual or societal good and a privacy 
impact assessment that are adjudicated by an independent body 
according to strict protocols. 

 
10. Access and Use - De-Identified Health Information: 

a) Access to and use of de-identified information should be available to 
improve population health status and to improve the effectiveness and 
efficiency of the health system. 

b) Disclosure, collection and use of personal health information for purposes 
such as billing, research, evaluation and quality assurance activities 
should be restricted to de-identified information unless the user can 
demonstrate why identifiable information is required. 

 
11. Security: Security safeguards must be in place to protect the integrity and 

confidentiality of health information. 
 
12. Implementation and Enforcement: Providers and organizations should 

implement policies, procedures and practices to achieve privacy protection. 
 
 
 
* The Privacy Working Group is composed of representatives from the Canadian 
Dental Association, the Canadian Healthcare Association, the Canadian Medical 
Association, the Canadian Nurses Association, the Canadian Pharmacists 
Association and the Consumers’ Association of Canada.  
 


















